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1. MpepBapuTenbHbie TpeboBaHUA

[na yctaHOBKM cucTembl Bam notpebyetcs cepep Ubuntu 20.04 ¢ yueTHOM 3anmcbio
nosb3oBatens 6e3 npmeuaerni root n ¢ npusuaernaMm sudo, a Takxxe 6a3oBbIM
H6paHaMay3pom.

2. Hactpouka u yctaHoBKa Beb-cepBepa Apache

2.1 YcraHoska Apache n o6HoBneHue 6paHgmayapa

YcraHoBuTe Apache ¢ nomoulpto ancnetyepa naketoB apt B Ubuntu:

e sudo apt update

e sudo apt install apache2

Ecnv 370 nepBoe ncnonb3oBaHMe sudo B 3TOM CeaHce, BaM HY>XHO ByaeT BBECTU Napo/ib
nosib30BaTens A4/14 NOATBEPXAEHMA NPaB ynpaBaeHUA CUCTEMHbBIMW NakeTaMum C
nomoubto apt. Ytobbl noaTBepAUTL YycTaHOBKY Apache, HaxxmuTe Y, a 3aTteM ENTER.

Mocne 3aBepLUEHNA YCTAHOBKM BaM HY>KHO ByeT n3mMeHUTb HacTpownkn bpaHamayapa,
4yTO6bI paspewntb Tpaduk HTTP 1 HTTPS. Ans ston uenn B UFW MOXHO ncnonb3oBaTtb
pasHble NpoduAN NPUAOXKeHMN. YTOObI BbIBECTW BCe AOCTYMHbIE NPOGUAN MPUNOXKEHUN
UFW, 3anyctute cnesytoLyro KOMaHay:

e sudo ufw app list

BeiBog ByseT BbIrnageTb cnesyowmm obpasom:

Output

Available applications:
Apache
Apache Full
Apache Secure
OpenSSH

BoT uTO O3HauaeT KaxAbIN U3 3TUX Npodurnen:

o Apache: 3101 npodunab OTKpbIBaET TONILKO NOPT 80 (HOpManbHbIV Beb-Tpaduk
6e3 wndposaHus).



o Apache Full: 3tot npodunb otkpeiaet nopt 80 (HopmanbHbIn Be6-Tpadmk 6e3
wndposaHna) n nopt 443 (Tpaduk ¢ wndposaHmem TLS/SSL).
« Apache Secure: 310T Nnpoduib OTKpbIBaeT TONLKO NOPT 443 (Tpaduk C
wnpposaHunem TLS/SSL).
Ceiyac nyylue BCero paspeLunTb TOAbKO COeANHEHMA Ha MOPTY 80, MOCKOAbKY Mbl
TOJIbKO UTO ycTaHOBWUAM Apache, 1y Hac ele HeT cepTudukata TLS/SSL, HacTpoeHHoro
Ans paspelleHunsa tpaduka HTTPS Ha Hawem cepsepe.

YTtobbI pa3pelwnTb TOALKO TpaduK Ha MopTy 89, ncnonblynte npoduab Apache:

e sudo ufw allow in "Apache"

[MpoBepUTb M3MEHEHMA MOXHO C MOMOLLbIO CIeAYHOLLEN KOMaHAbI:
e sudo ufw status

Output

Status: active

To Action From

OpenSSH ALLOW Anywhere
Apache ALLOW Anywhere
OpenSSH (v6) ALLOW Anywhere (v6)
Apache (v6) ALLOW Anywhere (v6)

Tenepb 6paHamay3p nponyckaeT Tpadumk nopTta 80.

Bbl MOXeTe npoBecTy BbICTPytO NPOBEPKY, OTKPbIB B bpay3epe nybanyHbin IP-agpec
BaLLero cepsepa (ecau Bbl He 3HaeTe CBOW Nyb6anuHbIv IP-aapec, cnegynte ykasaHUaM
nprYMeYaHusa B CieayrowemM pasgene):

http://your_server_ip

Bbl yBuanTe Be6-ctpaHmuy no ymonyanuto Ubuntu 20.04 Apache, npesHa3HavyeHHyro
AN NHOOPMALIMOHHbIX Lieneu v Lenen TectupoBaHuns. OHa JOMKHa BbIrNaAeTb
cneayrowm obpasom:



Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after installation on Ubuntu
systems. It is based on the equivalent page on Debian, from which the Ubuntu Apache packaging is derived. If you can
read this page, it means that the Apache HTTP server installed at this site is working properly. You should replace this
file (located at /var/www/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means that the site is
currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.

Configuration Overview

Ubuntu's Apache?2 default configuration is different from the upstream default configuration, and split into several files
optimized for interaction with Ubuntu tools. The configuration system is fully documented in
lusrishareldoc/apache2/README.Debian.gz. Refer to this for the full documentation. Documentation for the web
server itself can be found by accessing the manual if the apache?2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/

| -- apache2.conf

| ‘-- ports.conf
| -- mods-enabled

| |-- *.load
| ‘-- *.conf
|-- conf-enabled

| ‘-- *.conf
|-- sites-enabled
| ‘-- *, conf

» apache2.conf is the main configuration file. It puts the pieces together by including all remaining configuration
files when starting up the web server.

« ports.conf is always included from the main configuration file. It is used to determine the listening ports for
incoming connections, and this file can be customized anytime.

»  Configuration files in the mods -enabled/, conf-enabled/ and sites-enabled/ directories contain
particular configuration snippets which manage modules, global configuration fragments, or virtual host
configurations, respectively.

*« They are activated by symlinking available configuration files from their respective *-available/ counterparts.
These should be managed by using our helpers a2enmod, a2dismod, a2ensite, a2dissite, and
a2enconf, a2disconf . See their respective man pages for detailed information.

« The binary is called apache2. Due to the use of environment variables, in the default configuration, apache2
needs to be started/stopped with /etc/init.d/apache2 or apache2ctl. Calling /usr/bin/apache2
directly will not work with the default configuration.

Document Roots

By default, Ubuntu does not allow access through the web browser to any file apart of those located in /var/www,
public_html directories (when enabled) and /usr/share (for web applications). If your site is using a web document
root located elsewhere (such as in /srv) you may need to whitelist your document root directory in
/etc/apache2/apache2. conf.

The default Ubuntu document root is /var/www/html. You can make your own virtual hosts under /var/www. This is
different to previous releases which provides better security out of the box.

Reporting Problems

Please use the ubuntu-bug tool to report bugs in the Apache2 package with Ubuntu. However, check existing bug
reports before reporting a new bug.

Please report bugs specific to modules (such as PHP and others) to respective packages, not to the web server itself.

Ecnun Bbl BUANUTE 3Ty CTpaHMLy, Balwl Be6-cepBep NpaBMIbHO YCTaHOBAEH U AOCTyMNeH
yepes Baw bpaHaMaya3p.



2.2 HacTtpoiika .htaccess

Ona Toro, 4ytobbl, Apache obpabatbiBan dannbl .htaccess, HeOOGXO0ANMO BKMOYUTL MOALEPXKKY
htaccess B HacTponkax Apache.

OTkponTe chann koHdurypaumm cepsepa Apache /etc/apache2/httpd.conf

sudo nano -w /etc/apache2/httpd.conf

B Ubuntu 14.04 otkpownTte chann koHdurypaumm cepsepa Apache /etc/apache2/apache2.conf

sudo nano -w /etc/apache2/apache2.conf

[o6asbTe B hann /etc/apache2/httpd.conf nnn apache2.conf cneaytowme cTpoku

AccessFileName .htaccess
<Directory "/var/www/*">
AllowOverride All
</Directory>

INepesarpysnte Apache

sudo /etc/init.d/apache2 restart

3. HacTtpowka u yctaHoBka CYB[] MySQL

3.1 YcraHoska MySQL

Mbl 3anycTnav Beb-cepBep, 1 Tenepb HaM HY>HO ycTaHoBUTbL CYB/], koTopas MoxeT
XPaHUTb JaHHble Ballero cavTa n ynpasaate umu. MySQL — nonynapHas CYB/,
ncnonb3lyemasn B cpegax PHP.

Ncnonb3lynte apt ansa nonyyeHusa n ycTaHOBKM 3TOrO NporpamMmMHOro obecrneyeHums:
e sudo apt install mysqgl-server

[na noaTBEepXAEHMA YCTaHOBKM BBeAUTE Y, a 3aTeM HaxkmuTe ENTER.

3.2 HacTtpoinka 6e3onacHoCTH

Mocne 3aBepLUEHNA YCTAHOBKN PeKOMeHAYeTCs 3anyCcTuTb CKpUnT 6e3onacHocTy,
npeayctaHoBaeHHbIn B MySQL. 3T0T ckpunT ByAeT yaanatb HeKoTopble Hebe3onacHble
HacTPOWKM NO yMOAYaHWUIO 1 61OKMpPOBaTb JOCTYMN K cUcTeMe ynpasaeHusa 6a3bl JaHHbIX.
[ns 3anycka NHTEPaKTMBHOIO CKPUMTa BBEAUTE CAeAYHOLLYHO KOMaHAy:

e sudo mysql secure_installation



CkpuvnT NpeanoXunT HacTPouTb naarnH VALIDATE PASSWORD PLUGIN.

MpumeuaHue. 31y PyHKUNIO CresyeT akTUBMPOBATb MPU HAIMYMM Pa3yMHbIX OCHOBaHWN.
Ecnv oHa akTmBMpoBaHa, MySQL ByaeT OTKNOHATL MapOan, He COOTBETCTBYHOLLME
onpeaeneHHbIM KpUTEPUAM, 1 BbIBOAUTb coobLeHne 06 owmnbke. OcTaBUTb MPOBEPKY
OTK/IFOYEHHOW A0CTaTOYHO 6e30MacHO, HO ANl BXxOAa B 6a3y AaHHbIX BCeraa Hy>KHO
MCMONb30BaTb HafEXHbIe YHMKaNbHbIe MapOIN.

BbibepuTe Y ans aktmBauum nam atobon 4pyrov BapuaHT, YTobbl NPOAOIXKNTL 6e3
aKTUBaLMW 3TOM QYHKLNN.

VALIDATE PASSWORD PLUGIN can be used to test passwords

and improve security. It checks the strength of password

and allows the users to set only those passwords which are
secure enough. Would you like to setup VALIDATE PASSWORD plugin?

Press y|Y for Yes, any other key for No:

Ecan Bbl oTBeTUTE YyTBEPAUTENBHO, BaM ByaeT NpeA/oXeHO BbibpaTh ypOBEHb MPOBEPKU
naposd. Eciv Bbl ykaxkeTe cambivi BbICOKMI YPOBEHb 2, cucTema byaeT BbIBOAUTD
coobueHns o6 owmnbke Npy NOMbITKe YCTAaHOBKM NapoAs, KOTOpbIN He byaeT cogepxaTb
LUndpbl, ByKBbl B BEPXHEM U HUXKHEM PETUCTPE U CneLnanbHble CUMBObI, Uan byaert
cofiep>kaTb pacnpocTpaHeHHble C10BapHble C/I0Ba.

There are three levels of password validation policy:

LOW Length >= 8

MEDIUM Length >= 8, numeric, mixed case, and special characters

STRONG Length >= 8, numeric, mixed case, special characters and dictionary
file

Please enter © = LOW, 1 = MEDIUM and 2 = STRONG: 1

BHe 3aBucMmoOcCTM oT TOro, byaeTe v Bbl MCMOAb30BaTb niarnH VALIDATE PASSWORD
PLUGIN, Ball cepBep MPeANoXnUT BaM BbibpaTb N NOATBEPAWTL Napo/b ANA root user B
MySQL.

Ecam Bbl BKIHOUMAM NCNOb30BaHWE NapPOEN, Bbl YBUAMTE YPOBEHb HAZEXHOCTU
BBEZEHHOro Napons Ans Nosb3oBaTeNs root, 1 Ball cepBep 3anpocuT y Bac
NOATBEPXAEHME faNbHENLLIEro NCNOIb30BaHWA 3TOro napons. Ecam Bac yctpavaet
TeKkyLUWA Naposib, BBeANUTe Y B Ananore Ana NOATBEPXKAEHUS:

Estimated strength of the password: 100



Do you wish to continue with the password provided?(Press y|Y for Yes, any other

key for No) : vy

[ns BCex ocTanbHbIX BOMPOCOB HY>XXHO BbI6MpaTth Y 1 HaxkumaTtb ENTER B KaXoM
Avanore. Boibpas 371 OTBETHI, Bbl yAanuTe paj aHOHMMHbIX NO/b30BaTeNen N TECTOBYHO
6a3y faHHbIX, OTK/IFOUNTE BO3MOXHOCTb Ya/leHHOrO BXOAa NoJb30BaTef root u
3arpysuTe HOBble NpaBua, YTOObI BHECEHHbIE N3MEHEHNS HEMEAIEHHO
aktusmposaance B MySQL.

3.3 TecTuposaHue paboThl

3aBepLMB HaCTPOKKY, MPOBEPbTE BO3MOXHOCTb BXxoza B KOHconb MySQL, Habpas
CIeflyroLLy0 KOMaHay:

e sudo mysql

B pe3ynbTate 6yaeT ycTaHOBAEHO noakatoueHure k cepsepy MySQL ¢ nomoLupto
nosb3oBatens root 6a3bl JaHHbIX C NPaBaMn agMUHUCTPATOPA, KOTOPbIN J0TMYECKU
BbIBOAMTCA B pe3ynbTaTe NCMO/b30BaHMA sudo Npu 3anycke AaHHOW KOMaHZbI.
Pe3ynbTaT AOMKEH BbIrNAAETh CleAyroLmnM obpasom:

Output

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 22

Server version: 8.0.19-0@ubuntu5 (Ubuntu)
Copyright (c) 2000, 2020, Oracle and/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql>
[na Bbixoga n3 koHconn MySQL BBeanTe caeayroLLyro KOMaHay:

e exit

ObpaTnTe BHMMaHMe, Y4TO A/1A MOAKAOYEHMA MO4 UMEHeEM Nosib3oBaTeNd root He
TpebyeTca BBOAUTL MapO/ib, XOTA Bbl U 3aa/M €ro npu 3anycke

ckpunTta mysql_secure_installation. 310 paboTaeT, NOCKONbKY MCNOb3YEMbIN MO
YMOJIYaHUIO MeTOZ ayTeHTuduKauum ana nosb3osatens MariaDB ¢ npaBamu



aAMUHUCTpaTopa — unix_socket, a He naponb. XOTA 3TO MOXET BbIMNAAETb Kak
npobaema 6e3onacHoCTK, 3T0 AenaeT cepsep b/l 6onee 6ezonacHbIM, MOCKONbKY BXOA C
npaBamu root B MySQL A0CTyneH TOAbKO CUCTEMHBIM MOJb30BaTENAM C MPUBUAETUAMUN
sudo, KOTOopble NOAKAKOUAKOTCA Yepe3 KOHCOJb UM Yepe3 NPUIOXKEHME C TEM Xe
YPOBHeM rpas. Ha npakTnke 3TO 03HaYaeT, YTO Bbl HE CMOXETe NUCMOAb30BaTh
nosb3oBatens root 6a3bl JaHHbIX C NPaBaMy agMUHUCTPaTOPa A4 NOAKIOUYEHMA N3
Bawero npuaoxeHunsa PHP. Hactpovika napons yuetHou 3anmucy root MySQL paboTtaet
KaK rapaHTus, eCiv MeTog ayTeHTUdMKaLmMm No YMOAYaHUIO MEHAETCA

Cc unix_socket Ha password.

Ana pononHuTenbHou 6€30NacHOCTM PeKOMEHAYETCS UMETb CreLmabHble yUYeTHble
3anuncuy Nonb3oBaTesien ¢ MeHee OBLWVPHBIMU NPUBUAETNAMU, OCOOEHHO eCn Bbl
NAaHUpyeTe UCMONb30BaTb HECKONbKO 6a3 AJaHHbIX Ha cepBepe.

3.4 UmnopT cTpykTypbl B[l u nonb3oBaTenen

Tenepb Heobxoanmo co3aaTb b/l n nonb3oBaTens v BbIMOAHUTb UMMOPT CTPYKTYPbI
Tabany ana paboTbl CUCTEMBI.

3anyckaem MySQL

e sudo mysql
[anee BbINONHAEM KOMaHAbI HUXe (Napo/ib MOXHO U3MEHUTb)

e CREATE DATABASE RR_ITSM;
e CREATE USER 'itsm_admin' IDENTIFIED BY 'Aal23456';
e GRANT ALL PRIVILEGES ON RR_ITSM.* TO 'itsm_admin';

BbinonHaem nMmnopt cTpykTypbl b/

e mysql -u root -p RR_ITSM < DATABASE.sql

4. YctaHoBka PHP

Mbl yctaHoBuan Apache ans obcnyxmeaHuna Bawero KoHTeHTa 1 MySQL ana xpaHeHus
W ynpaBaeHWs BalMMK AaHHbIMWU. PHP — 3TO anemMeHT Hallen HacTporKKY, KOTOPbIN
byaeT obpabaTtbiBaTh KOZ A1 OTOOPaXKeHUA AMHAMUYECKOTO KOHTEHTa KOHEUYHOMY
nosb3oBatento. llomnmo naketa php Bam notpebyetca php-mysql, moayns PHP,
koTopbI no3sonseT PHP B3anmogaencreosats ¢ 6azamu gaHHbix MySQL. Takke Bam
notpebyetca libapache2-mod-php ans aktmBaumm Apache ana obpabotkum dannos PHP.
KntoueBble naketbl PHP aBTOMaTnueckn 6yayT yCcTaHOBAEHbI B KauecTBe 3aBUCUMOCTEMN.



YT106bI YCTaHOBWTb 3TW NaKeTbl, BbIMOJHNTE KOMaHAY:
e sudo apt install php libapache2-mod-php php-mysql php-mbstring -y

[Nocne 3aBepLueHNA YCTAHOBKW Bbl MOXETE UCMOJIb30BaTh C/IeAYHOLLYH0 KOMaHAy AN
noaTBep>XaeHua Bawen sepcum PHP:

e php -v

Output

PHP 7.4.3 (cli) (built: Mar 26 2020 20:24:23) ( NTS )
Copyright (c) The PHP Group
Zend Engine v3.4.0, Copyright (c) Zend Technologies

with Zend OPcache v7.4.3, Copyright (c), by Zend Technologies
Tenepb komnaekT LAMP nosHocTbio pabotocnocobeH. OgHako, npexae yem
TeCcTMpOoBaTb HAaCTPOWKY C NoMoLbto ckpunTa PHP, nyulie Bcero HactponTb
BMPTYyanbHbIA XOCT Apache ana xpaHeHna ¢annos 1 Nanok Ballero cavta. Mel caenaem
3TO Ha ciefyroLem Lare.

5. Co3paHue BUPTYaribHOro XocTa Ans camra

Mpu ncnonb3osaHnn Beb-cepeepa Apache Bbl MOXeTe CO34aTb 8UPMYA/IbHbIE

X0cmel (@QHaNOrMYHble cepBepHbIM H6i0kaM B Nginx) AN MHKaNCyAAaLUUN JaHHbIX
KOH®MrypaLmm 1 pasmeLLeHna Ha OAHOM CepBEPE HECKOIbKUX AOMEHOB. Mbl HAaCTPOUM
AOMEH itsm, HO Bbl JO/XKHbI 3aMEHUTb 3TO MMSA CO6CTBEHHbIM AOMEHHbIM UMEHeM.

B Apache B Ubuntu 20.04 no ymon4aHuio BKAKOYEH OAMH CePBEPHbIV 610K,
HaCTPOEHHbIN Ha 06CNy>XXNBaHME JOKYMEHTOB 13 gnpektopun /var/www/html. Xota 3to
xopoLo paboTtaeT AN OTAENbHOrO CaiTa, MPY XOCTUHIe HECKOJIbKUX CauTOB 3TO
Heyao06Ho. BmecTo nameHenusa /var/www/html mbl co3gaganm

BHYTPM /var/www CTPYKTYpY KaTajioroB ANS Hallero canta itsm, octasus /var/www/html
B KayecTBe KaTa/iora rno yMo/4aHuto 418 BbiBOAA B C/yyae, eC/in 3arnpocy KaneHTa He
COOTBETCTBYIOT HMKaKune Apyrne camnTbl.

Cospavite cnepytowmi Katanor ana itsm:

e sudo mkdir /var/www/itsm
3aTeM HeOH6XOANMMO Ha3HaUNTb NpaBa BAAAEHWNA A/1A AMPEKTOPUM C MOMOLLbHO
nepemMeHHou cpeabl $USER, koTopas byaeT MCNoab30BaTbCA A4 TEKYLLEro CUCTEMHOrO

NnoJib3oBaTesia:

e sudo chown -R $USER:$USER /var/www/itsm

10



Mocne 3TOro oTKpoNTe HOBBLIV dann KOHPUrypaumm B gupektopum Apache sites-
available c nomoupbto Nt0HOro pesakTopa KOMaHAHOU CTPOKK. Mbl Byaem
MCNoNb30BaTb Nano:

e sudo nano /etc/apache2/sites-available/itsm.conf

B pe3ynbTtate 6yaet co3gaH HOBbIN NycTtou dann. BctaBbTe cneayroLlyto NycTyro
KOHUrypaumio:

/etc/apache2/sites-available/itsm.conf

<VirtualHost *:80>

ServerName itsm

ServerAlias www.itsm

ServerAdmin webmaster@localhost

DocumentRoot /var/www/itsm

ErrorLog ${APACHE_LOG_DIR}/error.log

CustomLog ${APACHE_LOG_DIR}/access.log combined
</VirtualHost>

JTa KoHPUrypauma VirtualHost ykasbiBaeT Apache obcnyxusatb itsm,
ncnonb3yda /var/www/itsm B kauecTse KOpHEBOro KaTasiora. Ecam Bbl xotute
npotectmpoBaTtb Apache 6e3 JOMEHHOro UMeHW, Bbl MOXETEe yAaAUTb UK

3aKOMMEHTMpOBaTb onuun ServerName 1 ServerAlias, o6aBnsas cMMBOA # B Hauane

CTPOK OMUMW.
Tenepb Bbl MOXeTe MCMO/b30BaTb a2ensite Ana akTMBaLMy HOBOrO BUPTYalbHOrO
xocTa:

e sudo a2ensite itsm

BO3MOXHO, Bbl 3aXOTUTE OTK/KOUNTb CalT MO YMOAYaHUIO, yCTaHaBAnBaeMbIv ¢ Apache.

3710 TpebyeTca, ecan Bbl HE UCMOb3yeTe COBCTBEHHOE JOMEHHOE VMS, MOCKOJIbKY B
TakoM ciiyyae KoHPurypauma Apache no ymonyaHuio nepesanuncoiBaeT Balll
BMPTYa/lbHbIA XOCT. YTOObI OTKAHOUNTL cauT Apache no ymonuaHuto, BBeanTe
CnefyroLLy0 KOMaHay:

e sudo a2dissite 000-default

YtobbI yOeanTbca B OTCYyTCTBMM OWIMBOK CMHTaKCMca B BaweM daitie KOHPuUrypaumm,

BbINOJIHNTE KOMaHAY:

e sudo apache2ctl configtest

11



B 3akntoueHuve nepesarpysute Apache, utobbl 3T U3MEHEHUNA BCTYMUAN B CUAY:

e sudo systemctl reload apache2

Tenepb Ball HOBbIV CalUT akKTUBEH, HO KOPHEBOW Beb-kaTanor /var/www/itsm Bce ewe
nyct. Co3gante dann index.html B 3TOM pacnonoxeHuu, 4tobbl ybeanTbcs, 4To
BMPTYaNbHbIA XOCT paboTaeT, Kak 0XXnAanocs:

e nano /var/www/itsm/index.html
BHecute B dann cnegyrouee:

/var/www/itsm/index.html
<h1>It works!</h1l>

<p>This is the landing page of <strong>itsm</strong>.</p>

Otkpowvite 6pay3ep 1 BBeAUTE B aAPeCHYHO CTPOKY JOMEHHOE MM Ballero cepeepa wim
IP-agpec:

http://server_domain_or_ IP
CtpaHuua b6yaeT BbIraAeTb Caeayowmm obpasom:

It works!

This is the landing page of your_domain.

Ecav Bbl BUAMTE 3Ty CTpaHMLYy, 3TO O3Ha4aeT, UTO BUPTYyasbHbI XOCT Apache paboraer,
KaK 1 OXMAaNnoch.

Bbl MOXeTe ocTaBuTb 3TOT Palnn B KauecTBe BPEMEHHOW HayabHOW CTPaHULbl A/14
BaLLero NpuioXeHwus, noka He HacTpoute ¢pann index.php ans ero 3ameHsbl. Kak To/1bkO
Bbl CAenaeTe 3T0, He 3abyAbTe yaanutb uav neperMeHosatb dava index.html ns
KOPHEBOro KaTanora 4OKyMeHTOB, Tak Kak OH ByzeT nMmeTb NpuopuTeT nepes,

davinom index.php no ymonyanumto.

5.1 Npumeuanne o DirectoryIndex B Apache

Ecan B Apache ncnonb3yrotca Hactponkm DirectoryIndex no ymon4aHuto,

dann index.html Bcerga 6yaet nmeTb NpropuTeT NO cpaBHeHMIO Gannom index. php.
OTO NONE3HO NpPY HacTPOUMKe CTPaHUL, TeEXObCay>XmBaHUa npuaoxeHmin PHP
NOCPeACTBOM CO3JaHua BpemeHHoro danna index.html ¢ nHGoOpMaLMOHHBIM

coobuieHnem ana nocetutenen. NockonbKy 3Ta cTpaHuua byaeTt nmeTb NpuopuTeT
12



nepea cTpaHuueun index. php, OHa CTaHeT Haya/lbHOW CTPaHWULEN NpuaoxeHus. Nocne
3aBepLueHna obcnyxmbaHua pann index.html MOXHO NnepenMeHoBaTb WK YAAAUTb U3
KOPHEBOro KaTanora 4OKyMeHTOB, B pe3y/ibTaTe Yero BOCCTaHOBUTCA O6bIYHasnA
HauasibHaa CTpaHuLa NPUIOXEHMA.

Ecan Bbl XOTWTE 3MEHUTb 3TO MOoBeAeHMe, oTpesakTupymnTe Gann /etc/apache2/mods-

enabled/dir.conf n nsmeHute nopaakoBoe pacnonoxenuve daina index.php B
Anpektnsee DirectoryIndex:

e sudo nano /etc/apache2/mods-enabled/dir.conf

/etc/apache2/mods-enabled/dir.conf
<IfModule mod_dir.c>
DirectoryIndex index.php index.html index.cgi index.pl index.xhtml index.htm
</IfModule>

Mocne coxpaHeHus 1 3aKpbiTMA Garina BaM HY>XKHO byaeT nepesarpy3ntb Apache, utobbl
N3MEHEHWNS BCTYNMUAN B CUAY:

e sudo systemctl reload apache2

Ha cnepyrowem ware mbl co3gagum ckpunt PHP ana tectnpoBaHma npaBuibHOCTU
yCTaHOBKM 1 HacTpoukm PHP Ha Bawwem cepBepe.

5.2 Tectuposanue o6pa6oTtku PHP Ha Be6-cepBepe

Mbl yKa3anu nepcoHanM3npoBaHHOE PacrnoaoXeHne Aia XOCTMHra ¢panaos 1 nanok
canTa 1 Tenepb MOXeM CO34aTb TeCcToBbIN ckpunT PHP, utobbl noaTBepAnTL
cnocobHocTtb Apache obpabaTbiBate 3anpocsl ans davinos PHP.
Co3pante HoBbIV dann c UMeHeM info.php B KOPHEBOW Mamnke camnTa:
e nano /var/www/itsm/info.php
B pe3ynbTate oTkpoetca nycton dpann. BctaBbTe B dann cnegyrowmin kog PHP:
/var/www/itsm/info.php
<?php
phpinfo();

[ocne 3aBepLleHVA peakTMPOBaHMA COXpaHUTe 1 3akponTte dann.

UTo6bl NpOTECTMPOBATL 3TOT CKPUMT, OTKPOUTE Bpay3ep 1 BBEAUTE JOMEHHOE UMA NN
IP-agpec Baluero cepsepa, a 3aTeM Ha3BaHWe CKpUNTa, B JaHHOM ciydae info.php:



http://server_domain_or_IP/info.php
Bbl yBnanTe npnbaMsnTenbHO CieayroLyo CTpaHuLy:

System Linux sassy-starfish 5.4.0-26-generic #30-Ubuntu SMP Mon Apr 20 16:58:30 UTC 2020 x86_64
Build Date Mar 26 2020 20:24:23

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path letc/php/7.4/apache2

Loaded Configuration File letc/php/7.4/apache2/php.ini

Scan this dir for additional .ini files letc/php/7.4/apache2/conf.d

Additional .ini files parsed

letc/php/7.4/apache2/conf.d/10-mysqind.ini, Ietclphpﬂ.4lapacheZloonf.dllo-opcache.ini,
letc/php/7.4/apache2/conf.d/10-pdo.ini, /etc/php/7.4 /conf.d/20- ini
letc/php/7.4/apache2/conf.d/20-ctype.ini, /etc/php/7. 2/conf.d/20-exif.ini, [
fi.ini, /etc/php/7.4/apache2/conf.d/20-fileinfo.ini, /etc/php/7.4/apache2/conf.d/20-ftp.ini,
letc/php/7.4/apache2/conf.d/20-gettext.ini, /etc/php/7.4/apache2/conf.d/20-iconv.ini,

I 4 d/20-json.ini, /etc/php/7.4/apache2/conf.d/20-mysqli.ini, /etc/php/7.4/apache2/conf.d/20-
pdo mysql ini, Ietclphpﬂ 4/apache2/conf.d/20-phar.ini, /etc/php/7.4/apache2/conf.d/20-posix.ini,
letc/php/7.4/apache2/conf.d/20-readline.ini, Ietclphpﬂ 4lapacheZlconf d/20-shmop.ini,

p/7.4/apache2/conf.d/20-

letc/php/7.4/apache2/conf.d/20-: ini I /conf.d/20- g.ini
letc/php/7.4/apache2/conf.d/20-sysvsem.ini, Ietclphpﬂ [ nf.d/20-5 Y ini,
letc/php/7.4/apache2/conf.d/20-tokenizer.ini

PHP API 20190902

PHP Extension 20190902

Zend Extension 320190902

Zend Extension Build API320190902,NTS

PHP Extension Build API20190902,NTS

Debug Build no

Thread Safety disabled

Zend Signal Handling enabled

Zend Memory Manager enabled

Zend Multibyte Support disabled

IPv6 Support enabled

DTrace Support available, disabled

Registered PHP Streams https, ftps, compress.zlib, php, file, glob, data, http, ftp, phar

gl Stream Transports tcp, udp, unix, udg, ssl, tis, tisv1.0, tisvl.1, tisvl.2, tisvl.3
Registered Stream Filters zlib.*, string.rot13, string.toupper, string.tolower, string.strip_tags, convert.*, consumed, dechunk, convert.iconv.*

Zend Engine v3.4.0, Copyright (c) Zend Technologies

This program makes use of the Zend Scripting Language Engine:

with Zend OPcache v7.4.3, Copyright (c), by Zend Technologies

zendengine

Ha 3Ton cTtpaHuue copepxuntcs nHGopmMauus O BalleM cepBepe C Toukun 3peHna PHP.
Ot1a nHdopmauusa nonesHa AN oTnajkm n obecneyeHnsa NPaBUIbHOIO NPUMEHEHNS

HaCTpoex.

Ecnv Bbl BUANTE 3Ty CTpaHuuy B cBoemM Hpay3epe, Bawa cuctema PHP pabotaer

Hag/exalumm obpasom.

MNocne npoBepkn COOTBETCTBYHOLEN MHPOPMaLMK O BawweMm cepBepe PHP ¢ nomoLbro
JAHHOW CTPaHMLbl PEKOMEHAYETCS YAAaNNTb CO34aHHbIN BaMy $ais1, NOCKOAbKY OH

COAEePXNT KOHOMAEHLMaNbHYO nHGopmaLumio o Bawen cpege PHP n o Bawem cepsepe
Ubuntu. 1na 3Toro MOXHO MCNoAb30BaTb rm:

e sudo rm /var/www/itsm/info.php

Ecan BrnocneacTtsn BaM CHOBa n0Tpe6yeTc;| 3Ta |/|Hc|>op|\/|au,1/|;|, Bbl BCerga MoXXete

BOCCO3/4aTb 3Ty CTPaHMLLy.
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5.3 UMnopT cTpykTypbI CUCTEMBI
Cnepyroinm 31anoMm HeobxoAMMO NOMeCTUTb GanioByHO CTPYKTYPY HaLLero
NpuaoXeHWa B KaTanor /var/www/itsm/

MNocne pa3melleHna parnoB HeobxoaMMO nepesanycTutb cy>xby Appache

e sudo service apache2 restart

YTobbI NPOTECTUPOBATL N3MEHEHWA, OTKPOKWTE bpay3ep 1 BBeAUTE JOMEHHOE MMA NN
IP-agpec Bawero cepsepa, Bbl AOMKHbI YBUAETb CTPAHWLLY aBTOPU3aLMK.

JlornH n naponb cnyxxebHon ¥3 admin/admin (M3mMeHsAeTca nocne BBOAA CUCTEMbI B
3KCnyaTauymio)

wJ? RR Tech

Bxopg B cuctemy

BeBeauTte gaHHble ANA BXxoaa
JloruH unu Email
admin

Maponb 3a6binu naponb?

------

3anoMHUTL MEHA

Bountu
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